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ABSTRACT

Cheon-Kim-Kim-Song (CKKS) fully-homomorphic encryption (FHE) is currently receiving the most attention
from researchers in this research area. There are many fields in which fully homomorphic encryption can be
utilized. In privacy-preserving machine learning, where a lot of research is being conducted, not only using
FHE, but also Multi-Party Computation (MPC) is used or a hybrid method of the two algorithms is used. In
this paper, the bootstrapping process, which takes the most computation time when using CKKS FHE is

replaced using ciphertext refresh when using communication cost.
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Table 2. Level consumption method of bootstrapping and
ciphertext refresh

Level Consumption(ReLU = 15,
Conv = 2, Boot = 14)

Original 31 -0 -17 -0 - 17 -0 ..
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Proposed 2 3 -1 -3 -1 -35 -1..
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. Ciphertext
Model Bootstrapping Refresh
Resnet-20 91.31% 91.3%
Resnet-32 92.4% 92.7%
Resnet-44 92.65% 92.9%
V. 2 4 M AlE
£ E=olldde Al 5ASES o] 8]t ks =
713} 71 B3l 71 A 9 heo] HE~E



The Journal of Korean Institute of Communications and Information Sciences "23-08 Vol.48 No.08

A otsslE T deae] HMEE S FEAE
] &= AT = Qlsla, 71 A7l vls| Al
7 AR SR 2 Aes AsA
pre-trained Y| E$] oM ARS753F 718 ghelslad
ok AR e shAdselst HEol

AR 7182 Aol FEAEHT ulite] Ife}
B glo] N=2p=20= w4z zlss}s]
7k 02 t] 29l AR ALg- 7Vsslc) o] ¥

B 36 9] Adellx] B4l v]gel] AR o R 3k

d

£

o

o

2 231

(
A

N
O
)

Mo
Y,

g

%0,
I ¥
A

Yo

r_&
31
B

al

Q

c

o

1,

i

il

%

o

Isio] FF ATl €] T AW 23S 7|
5% ZAelek GPU 7H45-& Ahgalelal, &) CPUol

4 A2

RS
2 fo
L
e
o %
fz
)
O
*
lo
2
2
2
r)v
o
=
3
nj
N
£

ol QAR - = ololr]ole] Axh= fE
ahcl w3l A GPUE 7IMEe® She Al wr) 2
glo]Beje]7} glrh= Aelx] CPURE AME8l= 75
o} FA; aefsfol & Zlo] tlS wol F23F future
work® 35te] gl

References

[11 J. H. Cheon, et al., “Homomorphic encryption
for arithmetic of approximate numbers,” Int.
Conf. Theory and Appl. Cryptology and Inf
Secur., Springer, Cham, 2017.
(https://doi.org/10.1007/978-3-319-70694-8_15)

[21 E. Lee, et al,

convolutional

“Low-complexity deep

neural networks on fully
homomorphic encryption using multiplexed
parallel convolutions,” Int. Conf Mach. Learn.
PMLR, pp. 12403-12422, 2022.

[31 C. Gentry, “Fully homomorphic encryption
using ideal lattices,” in Proc. Forty-first Annu.
ACM Symp. Theory Comput., pp. 169-178,
2009.
(https://doi.org/10.1145/1536414.1536440)

[4] A. Krizhevsky and G. Hinton, “Learning
multiple layers of features from tiny images,”
Apr. 2009.

[51  https://github.comyMicrosofi/SEAL, Nov. 2020.

Microsoft Research, Red-mond, WA.

924

[6]

[7]

[8]

[9]

[10]

[11]

[12]

J. H. Cheon, K. Han, A. Kim, M. Kim, and
Y. Song, “A full RNS variant of approximate
homomorphic encryption,” in Sel Areas in
Cryprography -SAC 2018: 25th Int. Conf.,
Calgary, AB, Canada, Aug. 2018, Revised
Selected Papers 25 (pp. 347-368), Springer
International Publishing, 2019.
(https://doi.org/10.1007/978-3-030-10970-7_16)
C. Gentry, A. Sahai, and B. Waters,
“Homomorphic encryption from learning with
errors: Conceptually-simpler, asymptotically-
attribute-based,” Advances in
Cryprology -CRYPTO 2013: 33rd Annu.
Cryprology Conf., Santa Barbara, CA, USA,
Aug. Part I. Springer Berlin Heidelberg, 2013.
(https://doi.org/10.1007/978-3-642-40041-4_5)
J. Lee, E. Lee, J.-W. Lee, Y. Kim, Y.-S. Kim,
and J.-S. No, “Precise approx-imation of

faster,

networks for
arXiv

convolutional neural

homomorphically encrypted data,”
preprint arXiv:2105.10879, 2021.
(https://doi.org/10.48550/arXiv.2105.10879)
J.-W. Lee, et al., “Privacy-preserving machine
learning with fully homomorphic encryption
for deep neural network,” IEEE Access, vol.
10, pp. 30039-30054, 2022.
(https://doi.org/10.1109/access.2022.3159694)
J.-W. Lee, et al., “High-precision bootstrapping
of RNS-CKKS homomorphic encryption using
optimal minimax polynomial approximation
Advances in
Cryprology - EUROCRYPT 2021: 40th Annu.
Int. Conf Theory and Appl. Cryptographic
Zagreb, Croatia, Oct. 2021,
Proceedings, Part I 40. Springer International
Publishing, 2021.
(https://doi.org/10.1007/978-3-030-77870-5_22)
A. Al Badawi, et al., “OpenFHE: Open-source
fully homomorphic encryption library,” in
Proc. 10th Wkshp. Encrypted Computing &
Applied Homomorphic Cryptography, 2022.
(https://doi.org/10.1145/3560827.3563379)
S.Chae, J.-S. No,
homomorphic

and inverse sine function,”

Techniques,

“Usage of fully
encryption and multi-party

computation in privacy-preserving machine



= EASAHS 0] 83 CKKS 5393 s ¥ 273 7y

learning,” KICS Fall Conference 2021, pp.
581-582, Yeosu, Korea, Nov. 2021.

x| & X (Seungjae Chae)
20179 29 AEhEka 2k
5= *"d

201791 3Y~3A]: Aestn
A7 RN Aakal S5t
T4

<Al op AAF, st

[ORCID:0000-0001-6743-0927]

0] & % (Joon-Woo Lee)
20161 84 : Al&oiEa A71A

H-
2016

¢

%H}_

94~2022118Y : A-&Hf
H7|A B gsk 3t vtk

Pr (-
H oz g~

Smegelgey 2t
<J,]./\l o]:> Z‘]X]—-l—iﬂ‘ o]—zzﬂ

[ORCID:0000-0002-4125-6331]

OH

FJ P

0| & 2 (Yong-Woo Lee)
20159 24 FE)ed A
4

20159 3¥€~2017d 94 : A&
st

= =
defa A1 4gety 2ot

‘, h 2017»4 1049~2021124 : 4%
et A7|A B sy 3k
uhA}

2021 39~2023W1 29 :AMAIR}E SAIT - Staff

Researcher
2023+ 39~&Al : ¢
<l Eop gkt
[ORCID:0000-0001-9424-6498]

Jajelels A g gEs) 2

= & M (Jong-Seon No)

B 19813 29 : Aedstnl Ax}-
s} g}

198433 29 - Aot w3l
AAge Fopaial

1988'd 59 : University of
Southern California %1713+
3} Fspp

1998 24~1990% 74 : Hughes Network Systems,
Senior MTS

1990'd 94~1999\d 74 : ZA=restar A3}t o

19991 8U~&AY : A ehtal 7|78 8- ap

<ol Az, FHEA, AR, vEY AR
2, LDPC¥3%, OFDM, °|%5-%Xl, <53t

[ORCID:0000-0002-3946-0958]

925



